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Simer,o?ks Interlocks at ITER

ITER main sources of risk (regarding interlocks):

PLC workshop at ESS 29-30 August 2013 4



Simeno?ks Interlocks at ITER

ITER main sources of risk (regarding interlocks):

v’ Superconducting magnets Mass of 1 TF Coil:
16 m Tall x 9 m Wide, ~360

Boeing 747-300
(Maximum Takeoff Weight) ~377 t
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=7 Interlocks at ITER

interlocks

ITER main sources of risk (regarding interlocks):
v’ Superconducting magnets
v’ Plasma:

* Energy/ Temperature - internal damage
* Current - disruptions

B LR |
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=7 Interlocks at ITER

interlocks

ITER main sources of risk (regarding interlocks):
v’ Superconducting magnets
v’ Plasma:
* Energy/ Temperature - internal damage

* Current - disruptions

v" Mechanical structure

VV & In-vessel
components mass: ~8000 t
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=7 Interlocks at ITER

interlocks

ITER main sources of risk (regarding interlocks):
v’ Superconducting magnets
v’ Plasma:
* Energy/ Temperature - internal damage
* Current - disruptions

v" Mechanical structure

v’ Plasma heating and fuelling systems
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=7 Interlocks at ITER

interlocks

ITER main sources of risk (regarding interlocks):
v’ Superconducting magnets
v’ Plasma:
* Energy/ Temperature - internal damage
* Current - disruptions
v Mechanical structure
I

v Plasma heating and fuelling systems TR rcip ot Removal Sy

v Cryogenics, vacuum and cooling systems

(D) water basin (20,000 w)
(@ Control basins (4 x3.000 )
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Interlocks at ITER

interlocks
ITER main sources of risk (regarding interlocks):

v’ Superconducting magnets

A 03 .
y v,
L 2 LY S |
e 'y s
v / ;

v’ Plasma:
Energy / Temperature = internal damage

Current - disruptions

LS ._4/
LIRS

v" Mechanical structure
v’ Plasma heating and fuelling systems \&

v’ Cryogenics, vacuum and cooling systems

v" Remote handling systems
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=7 Interlocks at ITER

interlocks

Particularities of ITER interlock systems
v Non-straight forward protection actions = Complex functional interfaces
v’ Fail-safe state not always identifiable = ‘Intelligent’ Redundancy
v Expensive and limited interlock triggers - High availailabilty / In-depth protection
v’ Close and sometimes overlapped interlock and nuclear safety actions - Segregation
v" ITER design not yet completelly frozen - Open, flexible, scalable design solutions

v Reduced experience from existing tokamaks - CERN ©
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=7 ITER Procurement Strategy

interlocks

A unique feature of ITER is that almost all of the machine will be
constructed through in kind procurement from the Members

!E-f(

-
-

Magnets and Vessel
Cryostat, Cooling, Assembly, Maintenance

300
200
100

Vacuum, Tritium, Cryoplant

Power Supplies

JF
Heating, Diagnostics, Control us .
RF

Buildings KO

CN

JA

EU
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>4 ITER Defense-in-depth Approach

interlocks

Interlocks
Permit / PCS loss of Cg asrr]r?ae Safety
Inhibit control P Functions
sequence
Plant System 1&C PCS Interlock
Functions
Regulation & Plasma
Control Control \/

Plant Systems
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=F What is an ITER Interlock?

interlocks

Category Criteria Machine Unavailability

Catastrophic (Ca) _ Cost <lh |<lday |[<lweek [<2month |<lyear |<2year
<0.1ME€ Mi Se Se Se Ma Ma

) Loss of a full operational campaign,
Major (Ma) moderate threat to ITER’s mission <1ME S 5 e s Ma Ma
<10 M€ Se Se Se Ma Ma Ma

Significant reduction of an operational
<50 M€ Ma Ma Ma Ma Ma

campaign program
<500 M€ Ma Ma Ma Ma Ma

No significant impact on the operational
campaign program 5500 ME

Qualitative Consequence categories

Severe (Se)

Minor (Mi)

Quantitative consequence categories

Category Description Yearly frequency level 3IL - ITER Interlock Integrity Levels
Frequent Event occurs very likely >5 3L 1&C Implementation (PFDayg)" (PFH
PfObable Event is ||ke|y to occur 05-5 3IL-1 Conventional Control (no interlock)
OCCGSiOI'Ial Event pOSS|b|e and expected 0.05 _ 0.5 3IL-2 Low integrity interlock =210-3to < 10-2 210-"to < 10-5
) 3IL-3 High integrity interlock =10-4to < 10-3 =210-8to < 10-7
Remote Event possible but not expected ~ 0.005-0.05 e Hiohitegity interockwit diversty ., ot < 10e
improbable  Event unlke 0.0005- 0005 (69, PLC + harduired 160) e I
mpro anle Vent Uniike y tO occur ' ' 1* = Average probability of a dangerous failure on demand of the interlock function operating in
" . low demand mode of operation (PFD,,g)
Negllglble Event eXtreme'Y Unl|k€|y < 00005 2* = Average frequency of a dangerou: failure of the interlock function [h-] operating in high
Occurrence prObabilitV in events Der year demand mode of operation or continuous mode of operation (PFH)
Event Likelihood Consequence
Catastrophic Major Severe Minor
Frequent 3IL-4 3IL-3 3IL-3 3IL-1 (no interlock)
Probable 3IL-4 3IL-3 3IL-3 3IL-1 (no interlock)
Occasional 3IL-3 3IL-3 3IL-2 3IL-1 (no interlock)
Remote 3IL-3 3IL-2 3IL-2 3IL-1 (no interlock)
Improbable 3IL-3 3IL-2 3IL-1 (no interlock) 3IL-1 (no interlock)
Negligible 3IL-2 3IL-1 (no interlock) 3IL-1 (no interlock) 3IL-1 (no interlock)

Minimum ITER Interlock Integrity Level required (based on IEC-61508)
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>4 1TER Defense-in-depth Approach

interlocks

/
[ Interlocks }
\_ : Change
Permit / PCS loss of Iasrr?a
Inhibit control P
y sequence

[ Plant System I&C J_E PCS }mteﬂock
Functions

\_

1‘ Regulation & Plasma

Control Control

Plant Systems

31L-2
31L-3

31L-1
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=7 ITER 1&C Systems

interlocks
Legend :
PON = Plant Operation Network DAN = Data Archive Network Human Machine Interface
TCN = Time Communication Network CIN = Central Interlock Network [ [
SDN = Synchronous Databus Network CSN = Central Safety Network
AVN = Audio Video Network CODAC CODAC Interlock Safety
Central supervision, monitoring and data handling ol O R e
] ] [
CODAC Server CODAC Server CODAC Server
CODAC services :% Applications :% Archiving ]
| | o
AVN ’ DAN
Rest of the world @ L : |
I —,J PON CODAC CIS CODAC CSS
I I Interface Interface
 —— ITER Control Group I : I
CODAC Server CODAC Server CODAC HPC Central Central
Plasma Interlock Safety —
CODAC services | |—— Channel Access Control System System
and applications Gateway % | I
| -7 H
ﬂ? =y SDN T@T@ 57 E?
A==y - CIN - CSN
DAN ®==CIN |
X ¥ X ¥ N X ¥ NN N A P Sl W N = R I Np—_———
[ |
Plant System 1&C
TCN g o
——— . AN | pan )
PON ‘ o | |
sPlsat::n Slow Slow Fast Fast Interlock Safety
!Iost Controller Controller Controller Controller Controller Controller
Signal Remote Remote Signal Signal Signal
Interface 110 /o] Interface Interface Interface
Actuators and Sensors -
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>4 In-fund and in-kind procurement

interlocks
Legend :
PON = Plant Operation Network DAN = Data Archive Network Human Machine Interface
TCN = Time Communication Network CIN = Central Interlock Network [ [
SDN = Synchronous Databus Network CSN = Central Safety Network I
AVN = Audio Video Network CODAC CODAC Interlock
Central supervision, monitoring and data handling ol O R e s
] ] [
CODAC Server CODAC Server CODAC Server l
CODAC services 2% Applications 2% Archiving € 2 *

| |
AVN ’ DAN C
Rest of the world @ L 1 |

I —,J PON CODAC CIS CODAC C:
I I Interface Interface
 —— ITER Control Group I : I
CODAC Server CODAC Server CODAC HPC Central Central
Plasma Interlock Safety
CODAC services | |—— Channel Access Control System
and applications Gateway
— T ) , I
S =y SDN TCN 57 E?
4 =~ = - — s

.----------:------------l‘—.—.—-)—.—.—.—.—.—.—i-—.—.—.—"“

' I E—
Plant System 1&C =’
TCN -t - TCN
v 1] T
sPlsat::“ Stow Slow Fast Fast Interlock Safety I
!Iost Controller Controller Controller Controller Controller Controller T
o 0
Signal Remote Remote Signal Signal Signal
Interface 110 /[e} Interface Interface Interface s

Actuators and Sensors Q
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? The CIS Requirements

Central Interlock functions:

v’ around 130 identified and partially developed

v' performance requirements:
* slow response (> 300 ms)

* fastresponse (100 us to 300 ms)

v’ size of the system: 22 Plant Interlock Systems (current values)
* interface with 16 slow Plant Interlock Systems

* interface with 8 fast Plant Interlock Systems

v' dependability requirements
* 3IL-3 integrity
* 3IL-2 integrity
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=7 Interlock Technologies

interlocks

Complexity
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1ps 10 ps 100ms 300ms
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=~ The chosen solutions

L 1

DAL T B
- x *1 3
. 1 \hane
- - p—
3
- AN -
L :nx'le.,,- A

Siemens S7-400-FH for slow interlocks
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?eﬂofks The chosen solutions

FPGA based solution for fast interlocks
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?eﬂofks The chosen solutions

Coil Protection Module

! Synch. link

Profibus DY Quench DU Power
e Detection Converter

v vi vi

.m DLIB DLIB DLIB

3x Remote |/O

Hardwired Interlocks
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7 Standarization

interlocks

PCDH core and satellite documents: v7

PS CONTROL DESIGN
Plant system I&C architecture (32GEBH)
Methodology for PS 1&C specifications (353AzY)
CODAC Core System Overview (34SDz5) I&C CONVENTIONS

INTERLOCK CONTROLS
Guidelines for PIS design (3Pz2D2)
Guidelines for PIS integration & config. (7LELG4)
Management of local interlock functions (75zvTY)
PIS Operation and Maintenance (7L9QXR)

I&C Signal and variable naming (2UT8SH)
ITER CODAC Glossary (34QECT)
ITER CODAC Acronym list (2LT73V)

Y Y \ PS SELF DESCRIPTION DATA
OCCUPATIONAL SAFETY CONTROLS > Core PCDH (27LH2V) < Self description schema documentation (34QXCP)
Guidelines for PSS design (C99J7G) ;
Plant system control philosophy
NUCLEAR PCDH Plant system control Life Cycle PS CONTROL INTEGRATION
(YNEFU) Plant system control specifications < The CODAC -PS Interface (34v362)
i i i PS I&C integration plan (3vvusw
CATALOGUES for PS CONTROL CODAC interface spem.ﬁcatlons integration plan ( )
»| Interlock I1&C specification ITER alarm system management (3WCD7T)
Slow controllers products (333J63) L~ - : -
Safety I1&C specification ITER operator user interface (3XLESZz)
Fast controller products (345x28) T —
: A Guidelines for PON archiving (B7N2B7)
Cubicle products (35LxVZz) :
= : PS Operating State management (AC2P4J)
Integration kit for PS I&C (C8X9AE)

Guidelines for Diagnostic data structure (354SJ3)

PS CONTROL DEVELOPMENT
I&C signal interface (3299VT) WEgeRa
E P I cs PLC software engineering handbook (3QPL4H) _
Guidelines for fast controllers (333k4C) This document
Software engineering and QA for CODAC (2NRS2K) Available and approved
™ Guidelines for 1&C cubicle configurations (4H5DW6) (XXXXXX) IDM ref.
CWS case study specifications (35w299)
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