


29/08/2013 2 

ESS -  29/30 August 2013 
 
Authors: P. Ninin, F. Valentini  
 
 

 

Edms: 1310209 

Test Benches for PLC Based Systems 



Outline 

•  PS-PPS Project Scope 
•  Development Methodology / Normative Context 
•  Safety Test Bench Conception 
•  Safety Functions – Formal Definition Language 
•  Major Advantages for Verification & Validation 
•  Conclusions 

29/08/2013 Edms: 1310209 3 

The return of experience of CERN in the development and validation of Safety 
Personnel Protection Systems showed us that the realization of a performing Test 
Platform is essential to ensure the quality of the Verification and Validation 
activities. However the adoption of a Formal Language for the specification of the 
Safety Functions in another essential Key. 
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PS-PPS Project Scope 
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Development Methodology 



Development Methodology 

29/08/2013 Edms: 1310209 6 

  
CONTRACTORS 

  
CONTRACTORS 

CERN CERN 

French Regulatory Body – ASN / IRSN 



9/4/13 Edms: 1310209 7 

Safety Test Bench Conception 
Classic Architectural Model Example 

Low Scalability / Flexibility 

Simulation Constraints 

Hard integration of real 
equipment 

Platform reconfiguration 
complex and time 
consuming 



29/08/2013 Edms: 1310209 8 

Safety Test Bench Conception 
FIRST STEP: Clear fixing of the Platform objectives!! 

Validate Safety Software of each local controller. 

Validate safety communication between local controllers (min. 3). 

1

2Sa
fe

ty
 

Validate all operational synoptics. 

Integrate real access devices (PAD/MAD) within the simulated signals. 
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Quick reconfiguration of the Platform (max. 2h to load new PS sites). 

Quick modification of Platform architecture (ADD/REMOVE access devices). 

Be able to run automatic test case scenarios. U
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Safety Test Bench Conception 
SENSORS SITE X SITE Y SITE Z ACTUATORS 

SIEMENS SIMBA Box 

PC running  
the simulation  
software 

External SIMBA 
module with 8  
Profibus channels 

Optional:  
many SIMBA modules 
connected via Ethernet 

SIMATIC PCS 7-  
PLC controllers 



9/4/13 Edms: 1287888 10 

Safety Test Bench Conception 



29/08/2013 Edms: 1310209 11 

FIS – Formal Definition Language  
Main Objective: Specify each FIS in a 3 sections structure 
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FIS – Formal Definition Language  
Main Objective: Specify each FIS in a 3 sections structure 
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FIS – Formal Definition Language  
Main Objective: Specify each FIS in a 3 sections structure 
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Major Advantages 
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•  Simplify communication with the contractors by eliminating many 
possible sources of ambiguity. 

•  Simplify the access to the information. 

•  Production of explicit Formal Proofs of Correctness. Ex via the 
application of Logic Solvers to the system of Boolean equations. 

•  Improve the definition and the quality of the final FIS 
Validation Test Plan. 
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Major Advantages – FIS Validation 

OBJECTIVES:  Ø  Define an Algorithm and a Test Criterion to derive all possible 
relevant tests for a given FIS. 

Ø  Perform all needed tests in a reasonable time. 
Ø  Demonstrate/Measure the Test Coverage obtained. 

PROBLEM:  Validate efficiently all Safety Interlock Functions of the new 
CERN Personnel Protection System of PS accelerators in order 
to discover all major bugs before the deployment phase. 

Ø  Test Generation Algorithm: T = {t ¦ φ(t) = true} 

Ø  Test Criterion: Verify the output values for all possible events triggering the FIS 
interlock actions. 

TESTING STRATEGY 

Ø  Test Coverage Proof: <# Executed Tests> / <# Total Tests> 
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Major Advantages – FIS Validation 
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Major Advantages – FIS Validation 
Test Instances auto-generated by MATLAB: 

Execution 
Engine 

. . . 
PROFIBUS 

Siemens PLC 

Siemens SIMBA Box 

Test Control PC 

TCP/IP 
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Conclusions 
•  It is essential to clearly fix the testing objectives in order  to 

obtain a performant Test Bench for Safety Validation. 

•  The main Test Bench realization principles shall be related to: 
Scalability, Flexibillity, coherence with the real system, easy 
operability and maintenability. 

•  It has to be taken in mind that an efficent Test Bench is NOT 
the only Key for ensuring the quality of the Safety Functions 
Validation task. 

•  The adoption of Formal Specification Languages for the 
Safety Functions description will improve the conception and 
the Quality of the final Verification & Validation. 

29/08/2013 18 




