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Fault-­‐tolerant	
  
architecture	
  

Integrate	
  3IL-­‐3	
  
funcRons	
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Siemens S7-400-FH for slow interlocks 
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ConvenRonal	
  
Languages	
  

InterconnecRon	
  of	
  Fail-­‐Safe	
  Blocks	
  using	
  
CFC	
  (ConRnuous	
  FuncRon	
  Chart)	
  language	
  

Safety	
  Matrix	
  tool	
  

User	
  Blocks	
  

Fault	
  control	
  measures	
  Blocks	
  
(automaRcally	
  added	
  during	
  compilaRon)	
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ü  Between	
  F-­‐CPU	
  and	
  F-­‐I/O	
  
Ø  Profibus	
  protocol	
  
Ø  AddiRonal	
  safety	
  shell	
  on	
  top:	
  PROFIsafe	
  

ü  Between	
  two	
  F-­‐CPU	
  
Ø  Standard	
  protocol	
  (Ethernet,	
  Profibus-­‐DP/PA)	
  
Ø  AddiRonal	
  safety	
  shell	
  on	
  top	
  

	
  

	
  

	
  	
  

Threats	
   Protec,ve	
  mechanisms	
  
RepeRRon	
   Sequence	
  number	
  

DeleRon	
   Sequence	
  number	
  

InserRon	
   Sequence	
  number	
  

Incorrect	
  sequence	
   Sequence	
  number	
  

CorrupRon	
   CRC	
  signature	
  

Timing	
  errors	
   Periodically	
  sent	
  messages	
  
Watchdog	
  

Masquerade/Usurper	
   IdenRficaRon	
  procedure	
  

Fail	
  safe	
  reacRon:	
  
Ø  ApplicaRon	
  of	
  

subsRtute	
  values	
  	
  
Ø  F-­‐I/O	
  passivaRon	
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Central	
  interlock	
  funcRon	
  

Central	
  interlock	
  func,on	
  requirements:	
  
	
  
Ø Integrity:	
  SIL3	
  loop	
  has	
  to	
  be	
  guaranteed	
  (safety-­‐related	
  protocol/hardwiring)	
  
Ø Dependability:	
  tolerance	
  to	
  ‘easy-­‐triggering’	
  

Ø 	
  99.9%	
  inherent	
  availability	
  
Ø 	
  99.6%	
  overall	
  reliability,	
  over	
  two	
  8h-­‐shi^s	
  

Ø 	
  Time-­‐outs:	
  imposed	
  to	
  up	
  to	
  1sg	
  

Problems	
  appear	
  when:	
  
	
  
Ø Integrity:	
  SIL3	
  loop	
  has	
  to	
  be	
  guaranteed	
  (‘cheaRng’	
  not	
  allowed…)	
  
Ø Safety-­‐related	
  protocol	
  behaves	
  like	
  a	
  master-­‐slave	
  fieldbus	
  protocol	
  
Ø Increasing	
  number	
  of	
  communicaRon	
  partners	
  (Plant	
  Interlock	
  Systems)	
  with	
  each	
  
central	
  module	
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CIS	
  test	
  plaqorm	
  

Evolu,on	
  of	
  CIS	
  test	
  pla>orm:	
  
	
  
1)  First	
  proto:	
  slow	
  and	
  fast	
  prototype	
  (2010-­‐2011)	
  
2)  First	
  discharge	
  loop	
  prototype:	
  CERN	
  (2011-­‐2012)	
  
3)  Intensive	
  prototype	
  campaign:	
  2013	
  -­‐	
  	
  

Ø TCS	
  (India)	
  
Ø CERN	
  
Ø ASIPP	
  (China)	
  
Ø RF-­‐DA	
  
Ø Del^	
  Tech.University	
  
Ø KO-­‐DA	
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CIS	
  test	
  plaqorm	
  
CIS 1

Eth. Switch Eth. Switch

PIS 21 PIS 21 PIS 11PIS 12a

CIS 2 CIS 2

PIS 12b

Remote 
I/O

Supervision Station

CIS 1

Remote 
I/O

Remote 
I/O

ICS SLOW

TEST

Remote 
I/O

Remote 
I/O
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CIS	
  test	
  plaqorm	
  

CIS	
  test	
  pla>orm:	
  based	
  on	
  CPU	
  siemens	
  S7	
  414-­‐4H	
  
	
  
Ø Almost	
  all	
  possible	
  configuraRons	
  covered	
  
Ø Local	
  and	
  Central	
  interlock	
  	
  funcRons	
  executed	
  (including	
  I/O)	
  

Ø Simple	
  logic	
  applied	
  to	
  I/O	
  signals	
  

Ø Works	
  mostly	
  focused	
  on	
  behavior	
  of	
  safety	
  communicaRons	
  
Ø Several	
  test	
  campaigns	
  have	
  been	
  performed	
  

Main	
  parameters	
  measured:	
  
	
  
Ø ExecuRon	
  Rme	
  for	
  all	
  communicaRons,	
  from	
  the	
  first	
  block	
  to	
  the	
  last	
  
Ø ExecuRon	
  Rme	
  of	
  the	
  safety	
  part	
  of	
  the	
  code	
  (safety	
  processing	
  +	
  safety	
  
communicaRons)	
  

Ø Longest	
  CPU	
  cycle	
  execuRon	
  Rme	
  
Ø ExecuRon	
  Rme	
  	
  for	
  local/central	
  funcRon,	
  including	
  physical	
  I/O	
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Test	
  campaigns	
  

1st	
  test	
  campaign:	
  
	
  
Ø CommunicaRons	
  simulated:	
  several-­‐1	
  block	
  (20	
  bits)	
  to	
  various	
  partners	
  (contracts)	
  
Ø Several	
  parameter	
  configuraRons	
  where	
  tested,	
  in	
  order	
  to	
  learn	
  how	
  to	
  opRmize	
  
communicaRons:	
  

Ø PrioriRes	
  of	
  different	
  funcRon	
  blocks	
  
Ø Interval	
  of	
  execuRon	
  Rmes	
  for	
  funcRon	
  blocks	
  

Ø Tested	
  different	
  operaRng	
  configuraRons	
  (failure,	
  loss	
  of	
  redundancy,	
  etc)	
  
Ø Exec.Rme	
  in	
  normal	
  mode	
  
Ø Exec.Rme	
  a^er	
  loss	
  of	
  CPU	
  

Ø Exec.Rme	
  without	
  redundancy	
  
Ø Exec.Rme	
  during	
  resynchronizaRon	
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Test	
  results	
  

1st	
  test	
  campaign:	
  
	
  
Ø CommunicaRon	
  Rmes	
  

Ø For	
  10	
  partners	
  
Ø Decreasing	
  cycle	
  Rme	
  

Ø Increasing	
  priority	
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Test	
  results	
  

1st	
  test	
  campaign:	
  
	
  
Ø ‘H’	
  configuraRon	
  seems	
  to	
  
introduce	
  important	
  delays	
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Test	
  results	
  

1st	
  test	
  campaign:	
  
	
  
Ø Delay	
  a^er	
  ‘Power	
  Off’	
  

Ø Recovery	
  Rme	
  becomes	
  
unacceptable	
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Test	
  results	
  

1st	
  test	
  campaign:	
  
	
  
Ø ExecuRon	
  Rme	
  for	
  local	
  and	
  central	
  
funcRon;	
  close	
  to	
  the	
  limits	
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Test	
  results	
  

2nd	
  test	
  campaign:	
  
	
  
Ø Keeping	
  same	
  configuraRon,	
  increasing	
  number	
  of	
  partners	
  
Ø From	
  8	
  comm.blocks	
  (3	
  contracts)	
  
Ø Up	
  to	
  30	
  comm.block	
  (5	
  contracts)	
  

Ø Up	
  to	
  15	
  partners,	
  
Reasonable	
  performance	
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Test	
  results	
  

Ø ExecuRon	
  Rme	
  for	
  local	
  and	
  central	
  
funcRon;	
  close	
  to	
  the	
  limits	
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Average	
  CPU	
  execu,on	
  ,mes:	
  

	
  

•  Following	
  analysis	
  by	
  Nacho…	
  

	
  

414-­‐4H	
   414-­‐5H	
   416-­‐5H	
   417-­‐5H	
  

Fixed.p.	
   45	
  ns	
   18,7	
  ns	
   12,5	
  ns	
   7,5	
  ns	
  

Float.p.	
   135	
  ns	
   37,5	
  ns	
   25	
  ns	
   15	
  ns	
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Test	
  results	
  

New	
  hardware	
  campaign:	
  
	
  
Ø CPU:	
  417-­‐5H	
  
Ø 14	
  comm.	
  blocks	
  
Ø Important	
  reducRon	
  in	
  Rme	
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Test	
  results	
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Test	
  results	
  

Ini,al	
  conclusions:	
  
	
  
Ø 	
  CriRcal	
  management	
  of	
  Rme-­‐outs	
  
Ø 	
  ResynchronizaRon:	
  very	
  dependent	
  on	
  the	
  volume	
  of	
  data	
  managed	
  
Ø Failure	
  in	
  one	
  CPU	
  does	
  not	
  affect	
  the	
  performance	
  of	
  the	
  others	
  or	
  the	
  network	
  

Ø 	
  Correct	
  tuning	
  of	
  the	
  CPU	
  parameters	
  is	
  essenRal	
  to	
  opRmize	
  CPU	
  and	
  communicaRons	
  
throughput	
  
Ø 	
  But,	
  only	
  CPU	
  was	
  changed,	
  other	
  pieces	
  of	
  hw	
  could	
  be	
  improved	
  as	
  well	
  

Communica,ons	
  using	
  S7	
  safety	
  profile:	
  
	
  
Ø 	
  Seems	
  more	
  disadvantages	
  than	
  advantages	
  
Ø 	
  gets	
  worse	
  with	
  traffic	
  in	
  the	
  network	
  
Ø 	
  possibility	
  to	
  switch	
  to	
  distributed	
  I/O	
  for	
  criRcal	
  signals	
  
Ø 	
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Test	
  results	
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