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Name
= Sven Stefan Krauss
= Computer Engineering

= Certified Functional Safety Engineer
(TUV Rheinland)

Role
= Project Manager HIL-Systems
= Technical Lead HIL-Systems
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Many thanks to Annika for taking this picture ©
during ESS construction site visit for PSS in
November 2016
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FBIS Development

Mission Protection System

= Development of FBIS is guided by = PIL — Protection Integrity Level
IEC 61508 ed. 2 = PF — Protection Function

Strategy

Hardware Metrics

PFH — Probability of Failure per Hour
HFT — Hardware Fault Tolerance
SSF — Safe Failure Fraction

= FBIS is not considered as safety-
related system, but a protection
system

= Adaption of safety to protection

= Main focus on reliability and
availability, i.e. hardware metrics and
architecture constraints
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FBIS Development

FBIS

= |s part of the Machine Protection
System (MPS)

= |Implements or is part of Protection
Functions

E/E/PE System

= Protection related logic will be
realized in FPGA firmware -
programmable electronic system
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Standard

IEC 61508 Functional safety of
electrical/electronic/programmable
electronic safety-related systems

Part 1: General Requirements

Part 2: Requirements for
electrical/electronic/programmable
electronic safety-related systems

Compliance Planning

Tailoring of IEC 61508-1 and IEC
61508-2

Compliance Matrix (work in progress)

5
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FBIS Development

Concept COncep(

!

Overall scope definition

!

Hazard and risk ESS
analysis M PS

!

Overall scope definition

Hazard and risk
analysis

Overall safety
requirements

Overall safety
requirements allocation

Overall safety
v requirements
E/EIPE system safety ¥
. Overall planning requirements specification
1 1 Other risk
Overall F@ Overall Overall * reduction measures
loperation and| safety installation and
i idati commissioni E/E/PE Specification and
planning planning planning m safety-related systems Realisation _Overa" safety i
— requirements allocation
Realisation
(see E/E/PE system
safety lifecycle) —
Overall i _
N E/E/PE system safety
requirements specification
Overall safety Back to appropriate
validation overall safety lifecycle
phase
E/E/PE
= Overall operation, Overall modification safety—related systems F B I S
= maintenance and repair and retrofit

Realisation

(see E/E/PE system
safety lifecycle)

Decommissioning or
disposal
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Box 10 in Figure 2

E/E/PE
safety-related
systems

Realisation

(see E/E/PE system
safety lifecycle)

E/E/PE system safety lifecycle (in realisation phase)

E/E/PE system design
requirements specification

\

v

10.2

E/E/PE system safety
validation planning

E/E/PE system design &
development including
ASICs & software
(see Figure 3 & also IEC 61508-3)

v

I
i
| E/E/PE safety-related

E/E/PE system installation,
commissioning, operation
& maintenance procedures

E/E/PE system
safety validation

¢ To Box 14 in Figure 2

E/E/PE system
integration

To Box 12 in Figure 2
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Figure 5 [Relationship and scope for IEC 61508-2 and IEC 61508-3

E/E/PE system
design requirements
specification

E/E/PE
> system
architecture

Scope of
IEC 61508-3

-

|

Software safety
requirements

Hardware safety requirements
specification

'

Programmable
electronic hardware

Non-programmable
hardware

Software design
and
development

v

v

Programmable
electronics design
and development

Non-programmable
hardware design
and development

'

PE integration
(HW & SW)

v

E/E/PE
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> system

integration

Scope of
IEC 61508-2
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FBIS system requirements
specification

v PDR

10.1 FBIS design requirements
specification

v v

10.2 10.3

FBIS design & development
FBIS validation planning including

FPGA firmware development

10.4

FBIS integration \ /

I 10.5 FBIS installation,
commissioning, operation &
maintenance procedure
HoLE FBIS validation ¢
* MPS
MPS
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FBIS-SRS

System Requirements Specification
Document which collects FBIS

= Functional Requirements

= Non-Functional Requirements

Purpose

= Provides a common point of
reference for FBIS expectations and
limits

= Used for further development

= Used for verification activities

Zircher Fachhochschule; © Sven Stefan Krauss

ZHAW -~ Insthulz of Appled Mathematics and Physics m

7 Functional System Requirements

7.1 Interfaces
7.1.1 LPSID Interface

MISSUE:E2682)
The FSIS shall have an Inmerface for the LPSID acconding 1o the apacification In /FSIS-LPSI0-100Y.
The LPEID may request a beam-ewlich off via FBIS and |e hanca consldered to be a Sensar Syetam in this documant.

7.1.2 LPSVAC Interface

AISSUSEIT11]
The FSIS shall hava an Interfaca for the LPSVAC accorting to the epaciicason in TS0,
The LPSVAC may request 3 baam-swiich off via FEIS and is hence cangloarad o be 3 Sengcr System In this document.
7.1.3 LPSMAG Interface
HISSUEE3813]

The FBIS ahiall have an IMerfasa for ihe LPSMAS a0:0rding 10 tha spacifzation In TED.

Tre ACCT Digital Processing Boards may request 3 beam-swilch off via FBIS and are henoe considered io be Sensor
SYBLEM In 1his document

T LPEMAG 1§ conBloensd Lo b B SEHEDT SySLEM in ik SosUmMEn

7.1.4 ACCT Digital Processing Board Interface
MISSUEE3819)
| The FSIS shall have IMarfacas bo ihe ACCT Dighal Proceseing Boards a2cording 10 the epsciization In TS0,

7.1.5 RF Fast Interlock Module Interface
#|SSUE 63825]
| The FSIS shiall have InMarfaicas 1o tha RF Fast Intarkack Madules accarding to the epacification In TED.

The RF Fast Interock Modules may ragueet 3 beam-ewiich off via FEIS and are hence cansiderad 1o be Sensor Syetams
In this documsant.

7.1.6 Fast Gate Valve Interface
#|SSUE 63848
The FBIS shall have IMarfaces 10 tha Fas! Gate \Valvee according Lo the specification In TED.

The Fasl Gate Valves may request 3 beam-gwnch off via FBIS and are hance congidered 1o be Sensor Sw&lﬂﬁ In this
dosument.

7.1.7 ESS Timing System Interface
WISSLE BT
T FEIS ahall have a0 Intarfacs Lo the E5S TIMINg Syslem 3coarding 1o 1ha specmaation in FBIS-T5-00/

The ESS Timing Systam has a dual roke, 1t provices iming and configuration information and is used 1o iGN the praton
beam. Hanze, | ls considared 1o be an Actustion Systams and 3 Highar-Lavel Safety and Control System In this
doumeant.

Page:20/73  Version 1D 10
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FBIS-SRS

Requirements Management CodeBeamer

= We use CodeBeamer for Using CodeBeamer for Requirements
requirements management Management provides per requirement:

= SRS isrealized as issue tracker = Automatic unique ID

= Requirements are realized as tracker = Status
items = Log

= FBIS-SRS is a generated document = Traceability

=  Workflow

11
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FBIS-SRS in CodeBeamer

T e
v 2 — ——
I = v, e o st en TS v, s 1| clla T8 9 3+ =
Sehoal of 2 " ) vt Prationm 10l i 85 Ky
Engineering

zh
aw

Trackors R

F Elsaer2) - s
| P 163273)

more ¥ I*

7.2.4 Input Signal Control System Readout L st

" Properties

Description

[63280] - Maximal Aval

= [B (51275] - Functional Syste

+ @ 63212] - Intertaces

= B)i53182) - Input Sgnal F
& B (63175 - Sensor Sy

. Actuation

Latching o

- Input Sig

[63500] -
[64027] -
[B4028] -

Loggeng ol
Logaging of
Variables ¢
[64029] - Loggeng of

= [B 162022] - Masking
= [B)162023] - Generi
+ [ 183018} -
[B3715] - Mas
[63718] - Mas
[B2925] - Dt
52926] - Con
(B2927] - Log
(63194 - Clas
{B3189] - Mas
 [B [63428] - Maskin
+ [B) [628584] - Decision Logd
+ [ 153183] - Output Signa
. 71] - Evant Loggin

+ (B 153460] - Startup and £

Document
Structure

Zircher Fachhochschule; © Sven Stefan Krauss

Mas"

@ FBiS shall provide the actual input signal states during runtime for fesdout through the C

7.25 Logging of Erroneous Input Signals Input Signal Control System Readout

Status

Status:  Draft [ ]
The FBIS shall write érror states of an arounacus input signal 1o the Event Log ;.-.r.a
Type:  Requirerment -
7.2.6 Logging of Input Signal State Changes Release: - © i
Assigned to: - @ s
The FBIS shall write stale changes of input signals to the Event Log g
Subject: —© 4 L

7.2.7 Variables Control System Readout

E

The FBIS shall prowde the actual states of decision logs vanables dunng runtime for readout through the Control Syst

Rationale

7.2.8 Logging of Variables State Changes

The states of mput signats s made avaiable for
readout at all imes for diagnoshe purposes

The FEIS shall writo state changes of decision logic variables 1o the £

Explanation

Explanation;
7.2.9 Masking
dhsime cnidron of thes Nem are not desplayed To show Mém ciek s bk 72 0
Inspaction of Control System Input Signal
values E
The: FBIS allows Masking ssdected FBIS input signals under clearly specified circumsk 5. Thee following
mirsking i allowed Verification Idea: Precondilions

* FBIS is mbegrated with Control System

How the masking feature influences the FBIS Decision Logic computation is specified in the chapters descnbing the ev * Input Signal tests passed

codeBeamer Bug / Feature Request | Knowbedge Base

Document
View

Requirement
Properties

12
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FBIS-SRS
Requirements Guidelines Quality Criteria
=  Wiki Requirement Guidelines Single requirement
= |dentifiable
Purpose _
: = Atomic
= Provides a common language
templates for requirement texts - Clea.r
= Provides quality criteria for - PreC|§e
requirement and set of requirements = Feasible

= Adapted from EARS: The Easy
Approach to Requirements Syntax,
Alistair Mavin et al (2009)

Set of requirements, i.e. SRS
Completeness
Consistency

Freedom from contradiction

13

http://www.iaria.org/conferences2013/filesICCGI13/ICCGI 2013 Tutorial Terzakis.pdf
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FBIS-SRS
Example requirement

mandatory

requirement

normal
condition
system system reaction
,—*—\ [ : 1
x:=1.7  The FBIS shall set the ACCT_x BEAM_ PERMIT to "OK" when:
¢ The signal “ACCT x Alarm” is “High” and
¢ The data field “ACCT x Alarm” is “No Alarm™\and condition
. e ~ criteria
+ The signal "TACCT x Calibration” is "High" an
¢ The data field "ACCT x Calibration" is "Not Calibrad
else -
condition —®else it is set to "NOK".
\ . ; logical
: expression
alternative
system
reaction

14

Zircher Fachhochschule; © Sven Stefan Krauss



F B I S Devel O p m e nt hlwzwsgﬁws‘;hool of

Engineering

System Requirements Specification QW we s

Mathematik und Physik

= should
14
5%

/_

shall: 266 mandatory requirements, needs to be verified and validated
should: 14 design goals 15

Zircher Fachhochschule; © Sven Stefan Krauss
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Verification IEC61508-4 3.8.1
= “[...] verification is the activity of verification

confirmation by examination and
provision of objective evidence that the
requirements have been fulfilled

demonstrating for each phase of the
relevant safety lifecycle (overall,
E/E/PE system and software), by
analysis, mathematical reasoning
and/or tests, that, for the specific
inputs, the outputs meet in all
respects the objectives and
requirements set for the specific
phase.”

17
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Validation IEC61508-4 3.8.2
= “[...] Validation is the activity of validation

demonstrating that the safety-related confirmation by examination and
provision of objective evidence that the

system under consideration, before . : -
fter i llati i all particular requirements for a specific

or aiter installation, meef[S Ina intended use are fulfilled

respects the safety requirements

specification for that safety-related

system.”

18
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Verification Method Reference Element
= Test

f

usad by submitied to
. Analysis Verification Action
- ReVIeW dafines roduces
= Demonstration _
. |nspect|0n Expected result Obtained result
COMpPArison

=  Simulation

Main focus on IEC61508 terms and definitions,

some terms and definitions from other standards are YES |+ Correctness? » NO
also used or adapted. i
Source: http://sebokwiki.org/wiki/System_Verification

P0G gy

TN

a1 i

~ TARDIS
- Time And Relative Dimension(s) In Space
From BBC TV-Show “Doctor Who” 19

#® _ Source: https://de.wikipedia.org/wiki/TARDIS#/media/File: TARDIS2.jpg

Zircher Fachhochschule; © Sven Stefan Krauss
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Test MIL-STD-961E
Test
Purpose An element of verification in which
= To demonstrate that the system scientific principles and procedures are
under test reacts/performs like applied to determine the properties or
expected. functional capabilities of items.
Typical for

Example

= Stimulate inputs and observe
outputs, compare actual output with

IEC61508-7 expected output.
= B.5.1 Black box testing

= B.6.1 Fault insertion testing

= B.6.9 Worst-case testing

= (C.5.27 Model based testing (test
case generation) 20

= Functional Requirements
= Performance Requirements

Zircher Fachhochschule; © Sven Stefan Krauss
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Analysis MIL-STD-961E
Analysis
Purpose An element of verification that uses
= Show by analysis / calculation that established technical or mathematical
the system will meet its models or simulations, algorithms,

charts, graphs, circuit diagrams, or

requirements. SN
. other scientific principles and

Typical for procedures'to provide evidence that
o i stated requirements were met.
= Reliability Requirements
= Availability Requirements Examples
= Calculate hardware metrics (MTBF,
[EC61508-7 | SFF, PFH) using Reliability Block
= B.6.6.5 Fault tree analysis (FTA) Diagram, Fault Tree Analysis or
= B.6.6.6 Markov models Markov analysis.
= B.6.6.7 Reliability block diagrams = STPA for qualitative analysis of a
(RBD) proposed functional architecture

21
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Review Adapted from IEEE-Std. 1028*
3.5 Review
Purpose A process or meeting during which a
= To check whether work products work product, set of work products, or
(specification, design documents, a lifecycle process is presented to

project personnel, managers, users,

code, etc.) are correct and complete. .
customers, user representatives,

Typical for auditqrs or other interested parties for
examination, comment or approval.
= Documents
= Source Code Examples
IEC61508-7 . Rewef\v_v of_a Requirements
_ o Specification Document to check
= B.2.6 Inspection of the Specification whether requirements are complete,
= B.3.7 Inspection (reviews and feasible and verifiable.
analysis) = Formal Code Inspection** to check
= B.3.8 Walk-through whether a algorithm is correctly
= (C.5.14 Formal inspections implemented. -

* QOriginal text: “A process or meeting during which a software product, set of software products, or a software process [...]"
Ziircher Fachhochschule; © Sven Stefan Krauss ** Code Inspection is a “review” verification method and not a “inspection” verification method although the name contains the term “inspection”.
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Demonstration MIL-STD-961E
Demonstration
Purpose An element of verification that involves
= To demonstrate that the system can the actual operation of an item to

provide evidence that the required

handle specific scenarios. _ _
functions were accomplished under

Typical for specific scenarios. The items may be
«  Environmental Reguirements instrumented and performance
9 monitored.
= Human Factor Requirements
= Performance Requirements Examples
= Electromagnetic Interferences (EMI),
IEC61508-7
ESD
= B.6.1 Functional testing under = Shock and Vibration

environmental conditions

= B.6.2 Interference surge immunity
testing

= B.5.3 Statistical testing 23

= Temperature
= Network load tests

Zircher Fachhochschule; © Sven Stefan Krauss
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Inspection

Purpose

= To check that the system will meet its
specified properties.

Typical for

= Physical requirements (dimensions,
weight, etc.)

= Data requirements

IEC61508-7
= B.6.4 Static analysis

Zircher Fachhochschule; © Sven Stefan Krauss

MIL-STD-961E

Inspection

An element of verification that is
generally nondestructive and typically
includes the use of sight, hearing,
smell, touch, and taste; simple physical
manipulation; and mechanical and
electrical gauging and measurement.

Examples

= Check if the system under
verification fits into a 19” rack.

= Check if the system contains a
specific log entry in a specific format

24
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Simulation

Purpose

= To display significant aspects of the
behavior of the system

Typical for
= Hardware circuit design
= FPGA Timing

References
= B.3.6 Simulation

Zircher Fachhochschule; © Sven Stefan Krauss

IEC61508-7 B.3.6

Simulation

To carry out a systematic and complete
inspection of an electrical/electronic
circuit, of both the functional
performance and the correct
dimensioning of the components.

Examples

= Simulate hardware circuits for part
stress data

= Simulate FPGA timing behavior using
a virtual testbench

25
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Simulation (= Animation)

Purpose

= To display significant aspects of the
behavior of the system

Typical for
= System operational behavior
= Test case and data generation

IEC61508-7
= (C.5.17 Prototyping/animation

= C.5.26 Animation of specification and
design

= (C.5.27 Model based testing (test
case generation)

Zircher Fachhochschule; © Sven Stefan Krauss

IEC61508-4 3.8.14

Animation

simulated operation of the software
system (or of some significant portion
of the system) to display significant
aspects of the behaviour of the system,
for instance applied to a requirements
specification in an appropriate format
or an appropriate high-level
representation of the system design.

Examples

= Simulate behavior using final state
machine

= Simulate behavior using
MATLAB/Simulink

= Generate test cases using

MATLAB/Simulink 26
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Verification Cross Reference Matrix e

*  Send cyclic messages over serial datalink
*  Change message datafields for "LPSVAC Froton Beam Mode"

VCRM defines for each requirement o s oo g
™ Ve rifi Cat i O n m et h O d 4.?3;&1.:4”;_:5\!“ Proton Beam Destination Errors

LPSVAC Proton Beam Destination Ermors.

= verification idea S —

Required Interfaces:

*  LPSVAC_PROTON_BEAM_DESTINATION is set to "Target”
Procedure:

Purpose T e g i

= Defines starting point for detailed
verification and validation plans museace :

= Defines acceptance criteria for each Q-
req Uirement 4.2.1.210 LPSVAC Proton Beam Mode
= |dentifies required verification R e e

Cavered by testing of related requirements

resources *  LPSVAC Proton Beam Mode State
*  LPSVAC Proton Beam Mode Emors

LPSVAC Proton Beam Mode Input

ISSUE-85152)

LPSVAC Proton Beam Mode State

Tast
Simulate LPSVAC using HIL-Simulator

Page:21/89  Version: 1D 27
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FBIS-VCRM
Example VCRM record

Reference to RequirementID Verification method
4.3.1.1.£ ACCT_5 Beam Permit Evaluation
#[ISSUE.63625

ACCT_5 Beam Permit Evaluation

Test

Simulate ACCT_5_BEAM_PERMIT »1ein~ LI Qimauilatar

Required Interfaces: @—— Req uired interfaces
e Discrete

Preconditions: @ Preconditions
e |nputis configured to "No Masking"

Procedure: @ Procedure
e  For each proton beam destination do:
e Reset
e Set ACCT_5 BEAM_PERMIT to "OK"
e  Wait
e Set ENFORCED_PROTON_BEAM_DESTINATION to new proton beam destination
e Set ACCT_5_BEAM_PERMIT to "NOK"
e Reset
e Loop . .

Acceptance Criteria: ® Acceptance Criteria
¢ GLOBAL_BEAM_PERMIT is set according table.

28
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_ Simulation _Analysis
Review 6 4

15 _\\\\ 2%,///- 2%
5%

Inspection
32
11%

Demonstration

a7

29
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Testing

Goal Challenges

= Verification and validation of FBIS = Actual behavior of the Device-under-
functional requirements Test (DuT) needs to be observable

= Verification of performance = Observed behavior needs to be
requirements checked against expected behavior

= Test oracle problem: how to get the
expected results for defined inputs

= Creation of meaningful test cases
and test data, i.e. test coverage

=  Timing Measurement

30
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Testing
Vision IEC61508-7 Techniques and Measures
Use Model Based Testing for FBIS = (C.5.27 Model Based Testing
verification (testing) » B.5.1 Black box testing
Strategy = B.6.1 Fault insertion testing
= Build a Hardware-in-the-Loop (HiL) " B.6.9 Worst-case testing
Simulator to support verification and = C.5.17 Prototyping/animation
validation activities = C.5.26 Animation of specification and
= Combine testing techniques for design

Model Based Testing running on the
HIL Simulator

= Demonstrate planned approach on
CERN BIS

= Apply approach on ESS FBIS

31
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Hardware-in-the-Loop

Applications
= Testing of Cyber-Physical Systems

= Testing of Reactive Real-Time
Systems

Goal

Testing of Fast Beam Interlock System
(FBIS)

= Functional Requirements, i.e. logic

= Performance Requirements, i.e.
timing

33
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Hardware-in-the-Loop Cyber-Physical System
Cyber-Physical System CPS
= integrations of computation and Software
physical processes Firmware
= Reads sensor feedback signals Hardware
= Provides actuator control signals g%rr]]t;?sl Simulated
_ _ Feedback
HiL Simulator HiL Testsystem
= Reads actuator control signals L
= Emulates physical process (plant) fa
= Provides simulated sensor feedback
Lee, Edward A. (2008) Cyber Physical Systems: Design Challenges. EECS Department, University of California, Berkeley. 34

Technical Report UCB/EECS-2008-8; http://www2.eecs.berkeley.edu/Pubs/TechRpts/2008/EECS-2008-8.html
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Hardware-in-the-Loop Reactive Real Time System

Reactive Real Time System REECS HEEEERTE

= Acts on a stimulus and provides a Software =
response based on the current state Firmware

= Reads stimulus T

= Processes information
= Provides response

Response Stimulus

HiL Testsystem
HiL Simulator N
= Provides simulated stimulus

= Evaluates received response against
expectation

A 4

35

Wieringa, R.J. (2003) Design Methods for Reactive Systems: Yourdon, Statemate, and the UML. Elsevier Science.
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Hardware-in-the-Loop Reactive Real Time System

Fast Beam Interlock System (FBIS) FBIS

= FBIS is a Reactive Real Time Software <
System Firmware

= Acts on a stimulus and provides a Hardware
response based on the current state |

Response Stimulus

Stimulus HiL Testsystem

= Simulate state change of input —
GLOBAL_BEAM_PERMIT, from e o
HOK” to “NOKH L

Response

= Observe state change of output
GLOBAL_BEAM_PERMIT, expected
to change from “OK” to “NOK” within
[TBD: time]. 36
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PXle-6547

(hidden)

Hardware-in-the-Loop

Demo Test Rig

= NI PXle-1082 PXle-8880
8-Slot 3U PXI Express Chassis

= PXl|e-8880 RT
Intel® Xeon® E5-2618L v3 Octa-
Core Processor 2,3 GHz

= PXI-7858R
NI Multifunction RIO with Kintex-7
325T FPGA, 1MS/s Al, DRAM

= PXle-7975R
NI FlexRIO FPGA Kintex7 2GB

= PXle-6547-64
HSDIO 64 DIGIO 100MHz

PXle-7975R

Zircher Fachhochschule; © Sven Stefan Krauss
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Hardware-in-the-Loop

Second Test Rig (1/2)

= NI PXle-1045
18-Slot 3U PXI Express Chassis

= PXl|e-8880 RT
Intel® Xeon® E5-2618L v3 Octa-
Core Processor 2,3 GHz

=  PXle-6536
High-Speed Digital I/O
= PXle-6366
X Series Multifunction DAQ

= PXle-7972R
FlexRIO FPGA Module PXle-7975R

PXle-8880

PXle-6536 PXle-7975R  PXle-1045

38
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Hardware-in-the-Loop

Second Test Rig (2/2)

= PXle-2515
High-Speed Digital 1/0 Signal
Insertion Switch

= PXle-4112
2 Channel Power Supply
= PXle-4142
4-channel Source-Measurement Unit
PXle-2515 PXle-4142
PXle-4112

39
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Hardware-in-the-Loop

Test applications out of the box

Digital signal generation and
acquisition

Analogue signal generation and
acquisition

Fault injection tests

Verification of control algorithms

Comparison behavior system-under-
test with Simulink control reference
model

Zircher Fachhochschule; © Sven Stefan Krauss
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5TIMULUS PROFILE
DITOR

SYSTEM EXPLORER

WORKSPACE

Software

System Stimulus

- ; User Interface
Configuration Generation

NI VeriStand

= Extendable software environment for
configuring real-time test applications

SyStem EXpl()rer Hardware I/O Calc Ch Processing

... Channel Forcin Sti s Generation
= Modular system definition R Tlfr::r:ﬁf;m Eipr,
= Hardware configuration e ERees Custom Devices

. .
= Model configuration e R m—

= Channel definition and configuration Configuing Real-Time Testing Applications

http://www.ni.com/white-paper/13068/en/

NI VeriStand Engine
= Handles channel communication
= Handles execution

= Extendable with custom devices
41
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Software Defined Test System

Y v

Simulink Model Pe RT-CPU (PharLab)
= Integration of Simulink models

Simulink Model

e —

Custom Device

Custom Device

= Custom implemented device

= Developed in LabVIEW

= Communicates via channels

= Inline Custom Device

= Asynchronous Custom Device

VeriStand Engine (PC)
VeriStand Engine (RT)

FPGA Personality

FPGA Personality

= Execution of a custom made FPGA
code written in LabVIEW FPGA

42
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Software Defined Test System —"

2 n
NI VeriStand Engine ;@[ oo et Logt Fs

= Manages channel communication 3 W( S —— 9
= Manages execution loops ouaes |
Loops [ ovwe

Datta Processing Loop(s)

]7
™ P rl mary COﬂthl LOOp %" DAGMX Wavetorm Producer Loop(s) ]7
]7

= Model Execution Loop §

= Asynchronous Custom Device I 5 o - ;
-oop(S C )= )

NI VeriStand Engine Architecture
http://www.ni.com/product-documentation/13033/en/

43
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Software Defined Test System

Custom Device for Logic Testing
= Driver for PXle-6547
= Testing of logic behavior

= Digital stimulus-response testing
based on channel data

= Channels for digital output
= Channels for digital input

= Optimized for integration with
Simulink models

L R SN SR RN EEREE
§§§§§§§§§§§@§§§§§§§§§§§§§§§2§§§§§%
ENEUYEM PRI ESEEEEEEER R A eno

i

i0
H

Channels
= 32 Input Channels
= 32 Output Channels

44
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Software Defined Test System

Custom Device for HSDIO Testing

= Driver for PXle-6547

= Digital stimulus-response testing

= Playback of predefined stimulus files

= Signal generation and acquisition up - L
to 50 MHz

= |ntegrated timing measurement
= Trigger configuration

Channels : )
= Control Channels = OO i S
= Status Channels |
= Timing Channels

45
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Software Defined Test System

FPGA Personality for Optical
Protection Line (OPL)

= (Generation of square-wave signal up
to 10 MHz

= Reading of square-wave signal
= OPL break detection

= Digital out signal for OK/NOK

=  Work in progress

Channels
= Control Channels
= Status Channels

46
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Model Based Testing (MBT) IEC61508-7 C.5.27
= black-box approach in which Model based testing (test case

generation)
Aim: To facilitate efficient automatic test
case generation from system models

common testing tasks such as test
case generation (TCG) and test

results evaluation are basgd on a and to generate highly repeatable test
model of the system (application) suites.
under test (SUT).

= Model-based testing is the automatic
generation of efficient test
cases/procedures using models of
system requirements and specified
functionality

48
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Model Based Testing (MBT)

Necessary Building Blocks for MBT

= Functional blocks are the building
blocks to build a system model

= Functional blocks needs to be
verified

= A bottom-up approach is used, i.e. a
number of verified functional blocks

. . . > INPUT 1 USER_FPERMIT
will be integrated into a system Jrer i curuTh
model Jrers —
= Verified system model will be used gﬁiﬂiﬁ |
. . INFUT_8 OUTRUT LISER_MASK QUTPUTP

as a test oracle for comparison with Qe e
realized hardware Jre =

b INPUT 13 NINFUT OUTPUT

A INPUT_14

) SOFTWARE_PERMIT FILTER

" MATRIX

49
Todd, B. et. al. (2007). Engineering Specification BEAM INTERLOCK SYSTEM
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Model Based Testing P
System Model = i e =1 I
Use a bottom up approach to create a - 1

system model: - ——
1. Create a verified functional block 1 A

user_enable_ B User_enable_debug bin 0000 0000 1000 0011

Display2

2. Integrate verified functional block in
system model

o
|

2
&
In
3

{user_mask_1

3. Check with SDV if system model is 3 .
verifiable T | | s
[ e
Generate testcases and testharness ==

Run simulation
Review test coverage report
Repeat steps 1-6 as necessary

¥

Executable verified system model

as test OraC|e Todd, B. et. al. (2007). Engineering Specification BEAM INTERLOCK SYSTEM
STANDARD CIBM MATRIX SPECIFICATION, AB-CO-MI 11-2007

N o O b
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Verified Functional Block
For a verified functional block do:
1. Get requirements subset
Create functional block in Simulink =
Add verification block =
Create verification script in MATLAB —

Add test objectives for Simulink
Design Verifier -

Generate testcases and testharness
Run simulation Test Report
8. Review test coverage report Test Coverage

¥

Verified Functional Block

Requirements
Functional Block

Verification Block
Verification Script

o~ WD

Test Harness
Test Cases

~N o

51
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Functional

Requirements Block

Verification Verification
Block Script

Requirements

= The System Requirements
Specification (SRS) defines the
desired behavior using textual and
tabular functional requirements.

= A subset of related requirements is
selected from the SRS and from
detailed requirement specifications
which allows the tester to build a
functional block.

Zircher Fachhochschule; © Sven Stefan Krauss

2.1.1 DISABLE

The disable output allows a USER_PERMIT to be ignored when the relevant
USER_ENABLE is TRUE. This allows any channel that is not being used to be
deactivated.

s PR T =] pisABLE OUTPUT n

UEER_FEMABLE n
Figure 5 : DISABLE Functional Block

The required functionality corresponds to the following truth table:

USER_PERMIT | USER_PERMIT_FAULT | USER_ENABLE OUTPUT
TRUE TRUE TRUE FALSE
FALSE TRUE TRUE FALSE
TRUE FALSE TRUE TRUE
FALSE FALSE TRUE FALSE

%’ %’ FALSE TRUE

Table 4 : Truth Table of DISABLE Behaviour

Essentially this means that the OUTPUT of the DISABLE block is forced TRUE when the
relevant USER_ENABLE is FALSE. If the USER_ENABLE is TRUE, the OUTPUT is only
TRUE when USER_PERMIT is TRUE and USER_PERMIT_FAULT is FALSE.

Todd, B. et. al. (2007). Engineering Specification BEAM INTERLOCK SYSTEM 52
STANDARD CIBM MATRIX SPECIFICATION, AB-CO-MI 11-2007
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Requirements Fug%‘g’k”a' VerEi;‘Iigat(ion Vegf(i:cr:%ttion
Functional Block
= A functional block is created in { ot |
Simulink for the set of related DeABLE
functional requirements.
= The functional block provides a R

executable specification for these
requirements.

= Simulation of the functional block
allows the tester to verify intended
behavior versus specified behavior
to reveal specification errors.

Zircher Fachhochschule; © Sven Stefan Krauss

ED; § =& {1 )
USER_EMABLE = SUTPUT
Suetoh

Corstart ’

DISABLE.slx /

Functional Block implementation 53
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: Functional Verification Verification
Requirements > Block > Block Script

Verification Block s aomal @ )
= A verification block is added to s o —_
test the functional block using Jenreurenss S0 o
black box testing. et
= The verification block compares =~
the result of the functional block Verification Script Verification block
with the result calculated by a
verification script. [ .
= The assertion block will stop e X, 2 L
simulation with an error B ¥ S ==
message when results are not o Joae ;m:,/ =
identical. — e -
DISABLE_UUT slx: Verification Subsystem o4

Assertion block

Zircher Fachhochschule; © Sven Stefan Krauss



FBIS Verification & Validation e e

Engineering

M O d el B aS ed Test i n g IAMP Institut flir Angewandte

Mathematik und Physik

: Functional Verification Verification
Requirements > Block > Block Script
D

Verification Script R L

USER_FERMIT_IN user_pamit

= The verification script is a D e D -0

ChediDisable Relstional

diverse implementation of the e I ? el
selected functional
requirements.

. Elements Within the Verification function y = CheckDisable (user permit,user permit_fault,user enable)
blOCk are not part Of Code if t:szr}§:$t=true} EE& tuser_pernut_faul;=true] && (user_ enable==true)

elzseif (user permit==false) && (user_ permit fault==true} && (user_ enable==true)

generation and can therefor use

elseif (user permit==true) && (user permit fault==false) && (user_ enable==true)

any available toolboxes within % = toue;

elseif (uszer permit==false) && (user permit fault==false) && (user enable==true)

MATLAB for verification. x = false;

elseif (user_ enable==false)

= For example, a requirement e
specified with a truth table can
be verified in that way. y = x

Ziircher Fachhochschule: © Sven Stefan Krauss DISABLE_UUT.slx: Verification Subsystem / MATLAB Function

DISABLE_UUT.slx: Verification Subsystem

Verification Script

x = false;
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L Test Harness Simulation Test
Test Objectives > Test Cases > Run Coverage

Test Objectives = g 9_4(”

= Test objectives are added to the | ¢ o —
Simulink model to guide o remar s @
Simulink Design Verifier's Test e
Case Generator to find inputs DISABLE_UUT six
which will set the output to the Test Objective

specified values.

=  Simulink Design Verifier (SDV)
uses formal model checking
techniques to find test cases.

= See formal methods
presentation for details

https://www.mathworks.com/products/sidesignverifier.html

56
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L Test Harness Simulation Test
Test Objectives > Test Cases > Run Coverage

Test Harness D m n_— “’”};;f;:w
= Test harness and test cases are Eﬂczmg% T =
created by the SDV. (L
= SDV tries to optimize test case s —w=w

DISABLE_UUT.slx

generation for test coverage

based on the functional block.

_ _ Unit under Test (UUT)
Signal Builder Block

Size-Type
Test Gase 1 DISABLE UUT
USER_PERMIT_INf—— = pUSER_FERMIT_IN - ®
| "  USER PERMIT FALLT IN— = p{USER_PERMIT_FAULT_IN SUTPUT_QUT
OUTPUT_QUT

[ — USER_EMABLE _|MN ———J pUSER_ENABLE _IN -

Inputs TestUnit o

< ] 57

DISABLE_UUT_TEST_HARNESS.slx >
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L Test Harness Simulation Test
Test Objectives > Test Cases > Run Coverage

Simulation Run — "I —'I e e T
= The test harness includes a o C
' ' : ignal Builder Block .

S|gnal. bund(?r block | Signa ulde oc Unit under Test (UUT)
= The simulation run will use the e =

signals generated by SDV. T ——————— T
= The signals will form input | ,

pomblnatlons a_nd are used as . ‘ s Generated

input for the unit under test. ] | Signals
= The verification block will stop e

the simulation run when it

detects abnormal behavior. e |
chat s s e —

58
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Test Coverage Metric | Coverage
Cvclomatic Complexity 3

= SDV will report test coverage Conldi:tion (C1) 50% (2_-:4) conldilﬁon outcomes
metrics for the generated test Pecsen®D e (1) decimom oveomes
cases after the simulation run. '?‘:cisif'ésd lamd o

=  When test coverage does not iku]aledebasedthMSFF (il 0/
meet required criteria, the test calculated to 1 based on inputs FT (output row 2) 01
cases needs to be adjusted. calculated to 2 based on inputs TF (output row 3 ) 01
T — S - calculated to 3 based on inputs TT (output row 4 ) 11
o Conditions analyzed
- Description True || False
e input(1) 1 0

e input(2) 1| o
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: Software
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CERN BIS Case Study

= Demonstrate approach on CERN BIS

= Case study is based mainly on Engineering Specification Standard CIBM Matrix
Specification [3]

= All CERN BIS related images are taken from [1-3]

References

1. Todd, B., Dinius, A., Nouchi, P., Puccio, B., & Schmidt, R. (2005, October). The
architecture, design and realisation of the LHC beam interlock system. In
Proceedings of the 10th ICALEPCS International Conference on Accelerator &
Large Experimental Physics Control System, Geneva Switzerland.

2. Puccio, B. et. al. (2005). Engineering Specification THE BEAM INTERLOCK
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3. Todd, B. et. al. (2007). Engineering Specification BEAM INTERLOCK SYSTEM
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8. OPERATION OF THE BEAM INTERLOCK SYSTEM

8.1 EXPLOITATION MODES OF THE BEAM INTERLOCK SYSTEM

The modes of the LHC Beam Interlock System (see fig.6) for each of the two LHC beams
are:

+ OPERATION

o BEAM PERMIT

o NO BEAM PERMIT
+« TEST

8.1.1 BEAM PERMIT

If BEAM_FPEEMIT = TRUE for one of the LHC beams, extraction of this beam from the SPS
and subsequent transfer and injection into the LHC is permitted, provided that SPS
extraction interlocks and transfer line interlocks give permission. When the beam permit
disappears (transition from TRUE to FALSE), this beam is dumped by the Beam Dumping
System.

8.1.2 NO BEAM PERMIT

If BEAM_PERMIT = FALSE for one of the LHC beams, injection of this beam is inhibited. In

this mode there should never be circulating beam in the LHC, since the transition from
TRUE to FALSE should always dump the beam before. Since it takes some time to transmit

the signals to the SPS extraction and LHC injection, there is a dead time of about 100 ns:
when the beam dump fires, injection will be disable only after such dead time.

8.1.3 TEST MODE STAND ALONE

There is a test mode for each of the beams. In this mode it shall not be possible to give
general beam permit. It is possible to close only one of the two BEAM PERMIT LOOPS for
each beam in test mode:
s+ The Beam Interlock User Interface sets the USER_PERMIT = TRUE for one of the two
redundant branches. This is done for all users, and for each Beam Interlock
Controller.

+ This will enable the 10 MHz signal circulating in one BEAM PERMIT LOOF.

¢« In this mode the second loop will be forced to remain open. It must never be
possible to close both loops in test mode at the same time.

Extract of the BIS specification [2]
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Principle functionality of CERN’s Beam Interlock System (BIS) [2]

connected oo .
User Permit signals Beam Permit Statuses
LHC systems P 4 J
| /l il
| Fi |
| Ao ' ' ;
4 ¥ A .| Beam Dumping Systarm
USER_PERMIT [~ 2y _ for bsam 1

_7_User5ystem#1 i BEﬂ-M"_E'ERM'TH | LHC Injection Systern

User Systern #2 i = — - for beam 1
SR - I - *
: - § T | .| BPS Extraction System
: I | E= | for beam 1
' i B
BEAM '

User Systern #3 - INTERLOCK i
Lser Systerm #49 SYSTEM 4

LIser Systern #o BEAMZ_PERMIT

"

mASHABLE
INFUTS
L

SPS Extraction System |

e T

B for beam 2

]

Llzer System #e

to Uzer Systems
AT —

Safe Beam
Flag
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Software Input
Command
Core
Parasitic nitori
INPUTS DISBL_INPUT c.ff.':.;"; MASK_INPUT MATRIX_IN H:.[t toring
Register Register R{'gi.ﬁt_nn{- Register Register
{\T_‘h T — "r a1 T
. M Matrix
counters in
Inputs 14 4 5 % E n @ AND Oulput ‘A’
.1;,\; ' - —— = :I-_r = 2 function -
- E r ; -—-'-_ ‘J’\'
< -
LL Inguls -
£ . | B4
2 c
Disable 18, > -
Swlt:.“]w.-ij — i g -
—— i 4 p
= 9 Matrix
= counters = e an
22 e |
Inputs T 4 € & | = 5" AND Outpuit ‘'
F'; ) g 5 B = 2| function  —gp—t—
| = E _: B’
e Linmaskabie L
e r:’ -
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Matrixes Logic diagram with involved MMU registers

Zircher Fachhochschule; © Sven Stefan Krauss Matrices Logic Diagram [2]
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Create Verification
Block

Get Detailed

Specification =mrd Create Simulink Model e

Add Test Objectives
for Simulink Design
Verifier

Generate Testcases
and Testharness

Check correct
implementation
according to
specification
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SOFTWARE_PERMIT

USER_PERMIT
[JSER_PERMIT_FALILT

=] misamE

2

Simulink model for

| pisani | )
1<) pisamE | FILTER L BIS behavior is

USER_PERMIT
ERMIT_FATILT

[IEER

based on this
diagram

USER_PERMIT
[EER_PERMIT_FAITLT 3

]

[
N

USER_FPERMIT_8 —
USER_PERMIT_FALULT 8

-
2
-
A
:
T

USER_PERMIT % -
[SER_PERMIT_FALULT &

g DISABLE || Mask [ mimER |
SOFTWARE_PERMIT
USER_PERMIT 10 | -
R P PLa |n—§ DISABLE |55 MASK [ FLTER |3

USER_FERMIT
[EER_PERMIT 1

USER_PERMIT 5 -]
[ISER_PERMIT_FALILT_S *m g

FILTER MATRIX SWITCH BEAM_PERMIT_LOOP_IN

+ BEAM_PERMIT_LOOF_ QLT

USER_PERMIT &
[EER_PERMIT_FALILT & -

2

USER_PERMIT_ 7
USER_PERMIT_FALILT_7

Yy
E
m
=
:

LOCAL BEAM PERMIT

USER_FERMIT_11
[EER_FERMIT_FAIILT_11

DISARLE |J,_;| MAZE

MLASE

DISARLE |J,_r| MAZE
DISABLE |%.| MASE

2
é
-

USER_PERMIT_12
UEER_PERMIT_FAITLT.

USER_FERMIT_13 —
UEER_FPERMIT_FALILT_13 -

USER_PERMIT_14
UEER_PERMIT_FAITLT_14 <

ARy
\

RV )

N

RV 2
v

USER,_MASK

SAFE_BEAM _FLAG FP
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Logical Block Diagram [3]
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DISABLE Logic Specification [3]

2.1.1 DISABLE

The disable cutput allows a USER_PERMIT to be ignored when the relevant
USER_EMNABLE is TRUE. This allows any channel that is not being used to be
deactivatad.

- I\}.Qﬁ_-.'fl."l"fl“'l' ' " 2| DISABLE OUTFUT

IIEER. EMABLE n

Figure 5 : DISABLE Functional Block

The required functionality comesponds to the following truth table:

USER_PERMIT | USER_PERMIT_FAULT | WUSER_ENABLE OUTPUT
TRUE TRUE TRUE FALSE
FALSE TRUE TRUE FALSE
TRUE FALSE TRUE TRUE
FALSE FALSE TRUE FALSE

"' "' FALSE TRUE

Table 4 : Truth Table of DISABLE Behaviour

Essentially this means that the OQUTPUT of the DISABLE block is forced TRUE when the
relevant USER_EMABLE is FALSE. If the USER_EMNABLE is TRUE, the OUTPUT is cnly
TRUE when USER_PERMIT is TRUE and USER_PERMIT_FAULT is FALSE.

Specification of the DISABLE functional block [3]

67
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DISABLE Simulink Block

Y| USER_FERMIT
Y|usER_FERMIT_FAULT  QUTPUT[
Y| USER_ENABLE

DISABLE

Functional
Block
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USER_PERMIT

. (]
‘Combinatorial
USER_PFERMIT_FAULT Logic
L
3 b=t »(T)
USER_ENABLE : 0 OUTPUT
Switch
1
Constant

Simulink
Implementation
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DISABLE Unit Under Test (UUT)

Test Objective for
Simulink Design

Unit Under Test Verifier to generate

test cases

o

USER_PERMIT_IN
r* USER_FERMIT ftrue, fabe}
| USER_PERMIT_FAULT  ouTPUTH— (8) ——»(7 )
USER_PERMIT_FAULT_IN N T OUTPUT_OUT
DISABLE

USER_ENABLE_IN »{RESULT

| USER_FERMIT_IN ()
»luser rermiT Fanr it €9

| USER_ENABLE_IN

Ver ification Subsystemn

Verification block with assertion to
stop simulation in case of an error

69
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DISABLE Verification Subsystem

Assertion block stops
) simulation when results are

RESULT not identical

USER_PERMIT_IN

USER_PERMIT_FAULT_IM ChediDisable

IJSER_ENABLE_IN

Verification script in
MATLAB
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2

Lh- user_permit

¥

@ L u=er_permit_fault -‘. ¥ > - @

4 | us=r_znshble

MATLAB Function

function ¥ = CheckDiszable (user permit,user permit fault,user enable)

if (user permit==true) && (user permit famlt==true) && (user enable==true)
®x = false;

elseif (user permit==false} && (user permit fault==true) && (user enable==true)
x = false;

elseif (user permit==true) && (user permit faumlt==false) && (uger enable==true)
X = true;

elseif (user permit==false)} && (user permit fault==false} && (user enable==true)
x = false;

elzeif (user enable==false)
X = true;

else
x = false;

end



CERN BIS

Case Study

School of
Engineering

IAMP Institut fir Angewandte
Mathematik und Physik

DISABLE SDV Generated Test Cases

DISABLE_UUT_TEST_HARNESS/Inputs : Test Case 1

SDV builds test harness model
and input stimuli based on Test
Objectives and coverage
criteria

USER_ENABLE_IN modified

for 100% coverage

Coverage (inc. descendants) S | m u I atl 0 n

100% (4/4) condition outcomes Wl t h O ut
100% (6/6) decision outcomes E 71
'rors

! I~ USER_PERMIT_IN
05 |-
oL
1 1 1 1 1 1 1 1 1 |
! I~ USER_PERMIT_FAULT_IN
05 |-
ol
1 1 1 1 1 | 1 1 1 |
- USER_ENABLE_IN
05 |-
0
1 1 1 1 1 1 1 1 1 |
0 0.5 1 15 2 25 3 35 4 45 5
Time (sec) « 10 S
Child Systems: DISABLE
Metric Coverage (this object)
Cvclomatic Complexity 1 6
Condition (C1) NA
Decision (D1) NA
Test Objective NA
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2.1.2 MASK

A sub-set of the USER_PERMIT signals can be ignored if the SAFE_BEAM_FLAG_FP is
TRUE and the operator chooses to do so by setting the relevant bit in the USER_MASK
register.

INPUT
LISER_MASK QUTPUT P
INPUT. n CUTFUT_n SAFE_BEAM _FLAG
MASK

USER_MASE_n
SAFE BEAM FLAG TP

Figure 6 : MASK Functional Block

Thus the output of the block follows the input according to the following truth-table:

Constant
USER_PERMIT | MASK | SAFE_BEAM_FLAG oUTPUT -
X TRUE TRUE TRUE USER _MASK AND
— T
TRUE TRUE FALSE TRUE
FALSE TRUE FALSE FALSE ""gi':aj T\_
- - Operator > F OUTPUT
TRUE FALSE TRUE TRUE SAFE_ BEAM FLAG m—
FALSE FALSE TRUE FALSE ;
TRUE FALSE FALSE TRUE e
FALSE FALSE FALSE FALSE
Table 5 : Truth Table of MASK Behaviour
Thus the OUTPUT of the MASK is TRUE when the relevant USER_MASK is TRUE and
the SAFE_BEAM_FLAG_FP is TRUE, otherwise the OUTPUT of MASK is the same as the
INPUT.
The MASK signals are only applied to half of the inputs, USER_PERMIT 1 through 7
cannot be masked, & through 14 map to the USER_MASK vector as follows:
USER_PERMIT | USER_MASK
index index
] 1
9 2
10 E
11 4
12 5
13 3
14 7 72

Table 6 : Mapping USER_PERMIT to USER_MASK
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2.1.3 FILTER

This block is very simple, having a single input and ocutput

INPUT. n OUTFUT 1
Figure 7 : FILTER Functional Block e ouTRuTP
FILTER

The QUTPUT is a filterad version of the INPUT, with glitches removed from the input
signal. A glitch is considered by the following definition:

a2

QUTPUT

=2
-

PU

-

This is shown in the following diagram

Mo action reguired, because model freg s 1kHz

TRUE

TRUE

FALSE -

F—— <1.6us
Figure & : Definition of a Glitch
When the glitch filter's input is TRUE, any change to FALSE followed by a return to
TRUE with a FALSE duration lasting less that 1.6 microseconds is to be considered as a

glitch.

The glitch filter is to be applied to every USER_PERMIT signal, after the DISABLE and
MASK functions have been applied.

73
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2.1.4 MATRIX

MATRIX takes the USER_PERMIT signals that have been passed through the DISABLE, [
MASK and FILTER blocks as inputs and derives LOCAL_BEAM_PERMIT, which is only 3 \NFUT_Z INPUT_1
TRUE when all USER_PERMITS are TRUE. -
N InPUT_3
NPT - LOCAL BEAM PERMIT A neura INFUT_2
SOFTW ARE_PERMIT ame  INPUT_S R
A NPUT 8
3 N inPUT_7 INPUT_3
N INPUT_8 OUTPUT P
LATCH_ENABLE
LATCH REARM Y INPUT_S
LATCH_INIT ) INFUT_10 INPUT_4
Figure 9 : MATRIX Functional Block N INPUT_1 1
NIMPUT_ 12 —
: I . NINFUT_13 -
The ARM output is TRUE when the MATRIX has been initialised using LATCH_INIT and Y ieur_ia
has received a LATCH_REARM signal. - (5
i N SOFTVYARE_FPERMIT INPUT &
LOCAL_BEAM_PERMIT is only TRUE when SOFTWARE_PERMIT and all of the connected -
INPUTS and are TRUE, and when the MATRIX is correctly ARMED. T MATRIX
When the MATRIX is first powered, LOCAL_BEAM_PERMIT must be set FALSE; a INFUT_7
transition to TRUE cannot take place until LATCH_INIT has been set TRUE.
When LATCH_ENABLE is TRUE every LOCAL_BEAM_PERMIT transition from TRUE to avo (1)
FALSE will result in the LOCAL_BEAM_PERMIT being held FALSE. A return to TRUE will INPUT_B QUTRUT
only be permitted after a LATCH_REARM command has been received.
(=)
INFUT_g
INPUT_10
Simplified model C) -
INPUT_12
INPUT_13
INPUT_14
15
SOFTWARE_PERMIT —
Operaor
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Hardware in the Loop Concept
cted s :
LEI'::"“E :ms User F'nirmlt signals Beam Pern:lt Statuses

| /] il

: BIS Beam Permit Status
| IS compared with
INTERLOCK .' Simulated Beam Permit

SYSTEM '
BEAMZ_PERMIT Status

LMmASHABLE
INFUTS

PXI
Hardware
simulates

User
Systems

mASKABLE
INFUTS

Simulink model is running
in VeriStand on PXI
hardware

Safe Beam
Flag

Beam Permit Status

Idea: Compare BIS Beam Permit Status with simulated Beam Permit Status
75
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USER_PERMIT2 AB
USER_PERMIT8 AB
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Maskable
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Simulink Model with VeriStand Adapter

VeriStand

Adapter

true

> ®

software_permit

SOFTWARE_PERMIT

L2 user_permit_1

PUSER_PERMIT W1

user_permit_1 @ user_permit_2 user_permit_out
user_permit_2 @—b user_permit_g

user_permit_8 ._. i . .

e _pe user_permit_9 User_permit_fault_out |1 USER_PERMIT_FALLT_ W14 ftrue, fake)

user_permit_9
CO— 9 PEMILS user_enale_1 LOCAL_BEAM_PERMIT|L— 0
tr user_enable_2 local_beam _permit
user_enable_1 ! »{USER_ENABLE W14 N

-7I @ user_enable_& user_enable _out
user_enable_2 g user_enable_9

._ user_mask_1 wer_miesk | USER_M ASK_WT
user_enable_g e user_mask_2
Tise
(@DIC] \ERISTAND_UI_ADAFTER
user_enable_9 G AFE_BEAM_FLAG

>

user_mask_1 false

G BIS_LOGIG

user_mask_2
»(2)
user_mask_debug
false
D C] )
safe_beam_flag user_enable_debug

(D)

wser_permit_debug

The VeriStand adapter will reflect the hardware setup.
This helps to identify untestable logic for this hardware configuration.

1
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Simulink Model VeriStand Channel Interfaces
Model Input

Channels

D

true

1CJ

software_permit

Model Output

user_permit_1

2
user_permit_1 ( 3 ‘J\I
L.Beu]erm'rt_ZC : ) »
user_permit_8 a_.
true -

user_permit_9
O—mp—

user_permit_2
user_permit_§
user_permit_8

user_enable_1

user_enable_1 J
®

user_enable_2

user_enable _§

user_enable_2 g
0 :

user_enable 9

ser_mask_1

user_mask_2

user_permit_fault_out

er_enable _out

user_mask_out

CFTWARE_PERMIT

Channel

PUSER_PERMIT W1

USER_PERMIT_FAULT W14 firue, false}

O—

local_beam _permit

LOCAL_BEAM_PERMIT

P{USER_ENABLE W14

user_mask_1 false

cCO—®

user_mask_2

user_enable_g e
(@D C) he
user_enable_9 G

fal

VERISTAND_UI_ADAFTER

e

D (CJ

USER_MASK W7

PEAFE_BEAM_FLAG

BIS_LOGIC

>

user_mask_debug

3

safe_beam_flag

user_enable_debug

(D)

wser_permit_debug

The input and output ports will be available in VeriStand’s System Explorer.
Use the Stimulus Profile Editor for hand written test cases.
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Simulink Model with Test Conditions and Test Objectives

Test Condition Test Objective

D

software_permit CFTWARE_PERMIT

L2 user_permit_1
. . USER_PERMIT W14
user_permit_1 ( 3 } user_permit_2 user_permit_out H " — -
user_permit_2 @—b user_permit_g
user_permit_8 ._. i ; .
e _pe user_permit_9 user_permit_fault_out |1 USER_PERMIT_FALLT_ W14 ftrue, fake)
user mit_9
_permit_ rb user_enable_1 LOCAL_BEAM_PERMIT 0 —D.
: tr@ user_enable_2 local_beam _permit
user_enable_t user_enable_out H g |EERLERELE 5 -
@ user_enable _§ = =
user_enable_2 g user_enable 9
@ user_mash_1 wser_mask_out | USER_MASK_WT

user_mask_1 false

user_enable_g e s s E
fjlke
= @ VERISTAND_UI_ADAPTER
user_enable_9 G p|sAFE_BEAM_FLAG

BIS_LOGIC

cCO—®

user_mask_2

»_ 4 )
user_mask_debug
false
D C] )
safe_beam_flag user_enable_debug

(D)

wser_permit_debug

Test conditions are used to limit test cases to tests which can be performed
with connected hardware without manual input or input via serial interface.
Simulink Design Verifier used to generate test cases. 79
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SDV Generated Test Cases

- i h — _— IEI ™
4 Signal Builder [B[S_HW_hamess/Inpu_ts} I L = g
File Edit Group Signal Axes Help k]

SH BB oo~ aE Note: values are constant
Active Group: | |Test Case 1 due to test constraints
2
1 Esaﬁware_permit \d |
0-§ I:_user_permit_i I 1 I 1 1 I I ! |
0. I: user_permit_2 | I | A i | A ! |
0. Luser_permit_ﬂ | | I | . | L I
O_Bt | , j | | ! N
é Euser_enableJ | | | | | | 1 1 |
é Euser_enable_z | | | | | | 1 1 |
é l__user_enable_a | | | | | | | 1 |
%Euser enable 9™ ) | | | 1 | 1 1 I
? El- Ser_mask_1 | | | | | | | | |
'5' Euser mask_2 | | | | 1 | 1 1 |
! ? Esafe_beam_ﬂag | | | | i | 1 1 I
| 1] 05 1 15 2 25 3 35 4 45 5
| Time (sec) %1073
N . ) & user_permit_1 E
il ame: zoftware_permit 2 user_permit_2 — N
. - 2 user_permit_3
Index: | 1 | & user_permit_9 =
ok |3d:lﬂware_pennit (#1) [YMin ¥Max ]
b — ey, -

80
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Simulink Test Coverage Report

Slﬁmmary

Model Hierarchy/Complexity Testl

D1 Cl MCDC Test Condition  Test Objective

1.BIS_HW 162 30% = 30% mmm 14% m 1009 e— 100%; —
2....BIS_LOGIC 159 30% wm 9% mmm 14% m NA NA

E R DISABLE BLOCE 121 26% mm 21% m NA NA NA
4o DISABIE 1 5 30% — T3%  — NA NA NA
S DISAELE.10 5 17% m 0% NA NA NA
6o DISABIE.11 5 17% m 0% NA NA NA
T DISABIF 12 5 17% m 0% NA NA NA
8. DISABLE.13 5 17% m 0% NA NA NA

9 L DISABLE.14 5 17% m 0% NA NA NA
... DISABIE?2 5 30% — T3%  — NA NA NA

| DISABLE3 5 17% m 0% NA NA NA
120 DISABIEL 5 17% m 0% NA NA NA
oo DISABIE S 5 17% m 0% NA NA NA

| DISABIEG 5 17% m 0% NA NA NA
5. DISABIE 7 5 17% m 0% NA NA NA
... DISABLE S 5 530% semm T3%  — NA NA NA
17 DISABIE®Q 5 50% - T3%  — NA NA NA
18 MASE.1 2 50% we— 0%  — 0% NA NA
L MASE2 2 50% e 0%  — 0% NA NA

I MASE.3 2 50% m— 50% — 0% NA NA
A MASE 4 2 50% we— 0%  — 0% NA NA
22,0, MASES 2 30% eem 0%  — 0% NA NA
25 MASKE.6 2 50% m— 50% — 0% NA NA
4 MASE T 2 50% we—— 0%  — 0% NA NA
25 MATRIX 1 NA 63% — 27% mm NA NA 81
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Simulink Test Coverage Report

MC/DC analyvsis (combinations in parentheses did not occur)

Decision/Condition

expression for output
input port 1
input port 2
input port 3
input port 4
input port 5
input port &
input port 7
input port &
input port 9
input port 10
input port 11
input port 12
input port 13
input port 14
input port 15

True Out

False Qut

ITITITITITIITTI

FITITITITITTTTI

ITITITITITIITTI
TTTTTTTITTITITITIT
TTTTTTTITITTITTIIT
TTTTTTTITITTTITIT
TTITTTTITTTITITITIT
TTTTITTTITITTITIIT

IFITTTTITITITIIL

(ITFITTTTITTITIT)
(TTTFTTTTITTTTIT)
(TTTTFTTTITIITIT)
(ITTTTFTTITTITIT)
(TTTTTTFTITTITIT)

ITTTTITTTITITIL

ITITITIFIITITIT

ITTTTTTTTITITTI
TTTITTTTTITITIT
TITTITTTTTITTITITIT
TTTTTTTTTITITITIT
TTTITTTTTTITITIT
TITTITTTTTITITITT
TTITTITTTTTITITITIT

ITITITITFITITIT

(TTTTTTTTIFTTTIT)
(ITTTTTTTITFITIT)
(ITTTTTTTITIFTIT)
(TTTTTTTTITTITFIT)
(ITTTTTTTITTIITET)
(ITTTITTTTITITTIF)
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Results

CERN BIS logical behavior is identical v
to simulated behavior, when

* 1. Matrices have been initialized
e 2. Matrices have been rearmed

« 3. Software Permit has been set
using nodal script via serial interface
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x
A
B
FLAGS
S8 SWPERMIT
]
LSER PE MASK SIM our
USER ! EMABLED 1 W LR
e "0 LRF A [t
ENAELED 2 M L8P
/|
& LRP &
ENABLED MASK 1 .
EMABLEL
USER PERMIT DEBLIG USER ENARLE DERUG  LISER MUASK DEBLIG
11000007 B 110000011 | 0
ML nneis
n &

Puccio, B. et. al. (2005). Engineering Specification THE BEAM INTERLOCK SYSTEM FOR THE LHC, LHC-CIB-ES-0001-00-10
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1.1 Command 1.3 Time(t) 1.1 State
. . 0= = 1
Timing Measurement
0= 0
2.1 Stimulus(t)

MeaS u rem ent CO nfi g u rati O n 4 Pigiel Cutput U2 p MMM TINMITnm

2.2 Response(t)

»

1.2 Busy

=  Sample Clock 50 MHz :

3.1 Received Samples
600/

= Resolution 20ns v .
=  Trigger OK - NOK .

434y

Results
= 4.34us for LBP A v
= 5.02us for LBP B —

20n

s
37 zuaasa
USER_PERMIT sigy 8
from TRUE to FAL E 1
: L
a failure has been detected... - " beam A,
in] i dump
A | [request
User | r Signzls 1 T T ’
i sen L
System Beam | to LBDS _ [ Kicker | R
T0Cess Interlock [ = Eop| Lmemimtom:
P i i £
system i Beam Dumping | ===~ H
process : System waiting : T 204
I unches L
Ty emew ) el ) |
I o’ e acte 1 1
i | — l o 2 1 [ 8 10 12 "
= 10ps ~T0ps max. i 89us max
= = e
ti t2 ts ts 84
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Testing Experiences

= Only few hardware ports are = Simulink design verifier can be used
connected - low coverage to generate test cases, best practice

= Test automation must take into is to use a bottom up approach
account serial interface commands = Test cases combined with verification
—> design to test in new FBIS scripts to verify Simulink functional
implementation blocks against specification

= Current Simulink model = Model integration in NI VeriStand is
implementation is limited to test straight forward, but needs to reflect
functional behavior of a reactive real hardware conncections.
system

= Concept required to include timing
constraints in Simulink model

85
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Sven Stefan Krauss
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christian.hilbes@zhaw.ch
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