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Control System Infrastructure C

Areas of responsibility 1/3

The group’s responsibilities are to Design, Implement and Operate
the IT Infrastructure needed to reliably run the Experimental
Physics Industrial Control System (EPICS) eco-system.

The main activities can be grouped into the following work units:
* Main Control Room

* Data Centre

* Technical Network

* Software Infrastructure



Control System Infrastructure C

Areas of responsibility 2/3

Main Control Room - Human factors analysis and
ergonomic design of the ESS Main Control Room. Control
room equipment procurement and installation.

Data Centre

File and storage services for data produced by the
machine for ‘on-line’ and ‘off-line” analysis. Computer
systems and backup and restore.



Control System Infrastructure C

Areas of responsibility 3/3

Technical Network

is a secure Network that interconnects private machine
networks. Ethernet cabling, network equipment and
monitoring tools and network services.

Software Infrastructure

Implements and manages the development life-cycle for
software produced by ICS and other stakeholders.
Configuration management and software deployment
tools.
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Group Structure

ESS Staff

Consultants

Work Unit 14.07.01

Control Room

* Remy Mudingay
Coordinator

Control System Infrastructure Group
Group Leader - Remy Mudingay

Work Unit 14.07.02

Data Centre

* Alessio Curri
System Administrator

* Linux
Administrator
Vacant

Work Unit 14.07.03

Control System Network

* Susann Skarin
Network technician

Johan Christensson
Infrastructure engineer

Peter Holgersson
Electrical engineer
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Work Unit 14.07.05
Software Infrastructure

* Benjamin Bertrand
Software engineer

Fredrik Luthander
Software Configuration Manager
Anders Harrisson
Software Configuration Manager




Technical Network



Networks @ ESS

Technical Network

Channel/PV access

PROFINET (non time-critical data ~ 10ms)
S7 protocol (Ethernet)

Private (non-routable networks)
Point-to-point networks (not included!)
Timing system (optical)

General Purpose Network

Office network (wired and wireless)
Internet facing network
Remote access from the outside->in

Neutron Data Network

Data acquisition from neutron instrument to data aggregator
High performance computing

EUROPEAN
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Technical Network

Human Users

Applications

Networks

Facility Supervision

Local / System Control

Physical Equipment

EPICS 10C EPICS I0C EPICS 10C

uTCA uTCA uTCA

Vacuum Pump Magnet Voltage

((( RF))) prbton Neutron

[Viech: IVlovement

H,0 Flow He Flow. H”
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Profinet

PLC

System

ﬂTemp ; Electricity
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Network Topology

* The logical network topology:
* collapsed Core and access layer
 Two routes from the core to the access layer

D07 = Route A

Lab 1B /Exp.
Hall 1
COMMS room

D08
Lab 1A /Exp.
Hall 1
COMMS room

BO1

Campus
COMMS room

D04

Lab/Exp. Hall 2
COMMS room

Route B

Access layer

EO4

Lab 3B /Exp.
Hall 3

HO5

Primary

Substation
COMMS room

HO1 n D02

Core layer

Server Hall
Central Utility Building

MCR ICS Server Room
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Network Topology

Example: access layer switch (stack)

D04

Lab/Exp. Hall 2
COMMS room

G04

Cryogenic
Plant
COMMS room

Access layer
(Leaf)

Gallery
Building
COMMS room

Primary

Substation
COMMS room

N

501

Campus
COMMS room

‘LLlll.LM" AEEENNEEEEE

- Network stack in FEB90 ZDF

NN T YU 0 2 et 18 1

COMMS room

EO02

Beam line

gallery
COMMS room

EO4
Lab 3B /Exp.
o Hall 3
COMMS room

HO1 - D02
Server Hall
Core I ayer Central Utility Building MCR ICS Server Room

(Spine)
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Network Topology Saton

Example: core layer switch

R L

—\

D04 BO1 D07 Route A

Lab 1B /Exp.
Lab/Exp. Hall 2 Campus Hall 1

COMMS room COMMS room COMMS room Route B
G04 D08
Cryogenic Lab 1A /Exp.
Plant Hall 1
COMMS room COMMS room
G02 / ' E02
Access layer Gallery . , Beam e
Building . : / gallery
( Leaf) COMMS room d ) | COMMS room

HO5 EO4

Primary - Lab 3B /Exp.

Substation e A Hall 3
EEEEEEEEEEEEENEEEEDN AL II:I:I:II_IIITIITI* llTllm.l_:l:ll—l \II CRAE o SEEEEEEEEEEEENER
I Ser:e?'lHall ! D02 }
Core Iayer I Central Utility Building !I MCR ICS Server Room

(Spine)
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Technical Network Equipment

Configuration management

How do you manage these in a consistent manner?

Configuration management
Automation using Ansible modules
* LAX
 NAPALM
* OpenConfig

YANG

Ansible
Control Host

Network

Device

15
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Network Design Drawings
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NetWS-G021:NetW-0PP-0102
FIBER OPTICAL PATCH PANEL

NetWS-GD21:NetW-0PP-0103
FIBER OPTICAL PATCH PANEL

NetWS-G02 1:NetW-0PP-0104
FIBER OPTICAL PATCH PANEL
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ISO/IEC 24764

Equipment outlet

Zone Distribution
Frame (ZDF)

Intermediate
Distribution
Frame (IDF)

Main Distribution
Frame (MDF)

17
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device/equipment outlet
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Physical Network Architecture

R —

" Network distribution in FEB 90 (ZDF) '

Zone Distribution

Frame (ZDF)

Provides network outlets
to devices

* Located in all racks that
need network
connectivity

 Modular system that an
be easily expanded

19



Physical Network Architecture
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I .
~_| IDFracks in G02 comms rooms

Intermediate

Distribution
Frame (IDF)

* Aggregates ZDF to a
communication rooms
e Using optical fibre
* Permits direct connection
across the gallery
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Physical Network Architecture

* |Interconnects IDFs
* Located in server rooms

Main Distribution |

WO2WOLUOL

Frame (MDF)

21



Network Installations and Supporting Tools ‘)::ﬁ;zfm"

User requests

Infrastructure Team

[ J I R A Kanban board

QUICK FILTERS:  Only My Issues  Recently Updated

52 To Do 25 In Progress 114 Done Release.

— Description of issue or need

Everything Else 190 issues

INFRA-96 INFRA-64 l 0 WFRA27 l

1 Identify which services run on personal A Address the EEE mounting security problem A Clean packages installed in devenv
accounts

INFRA-44 0 INFRA-121 l INFRA-100

° C S t t | t t 1 MATE Desktop package can not be installed A Naming: Develop simple system and stress 4 Sync for local EPICS installations
Entry (control system entry &
INFRA-56 ‘t INFRA-1 l INERA-85
¥ Automate war deployment on production ? 1 Setup Control Room workstation for debugging A Extend tests of DM roles
. M servers and development
— Web application
INFRA-45 l INFRA-2 ‘ INFRAAT l
¥ Add EPICS syntax highlight to VIM and other ¥ Replace lab switches 1 Daily backups of all bitbucket repos
R I I | editors.

O INFRA-126 INFRA-6 ‘ INFRA-38

A Gather reports from Sonarqube and publish 1 Explore network monitoring systems 4 Check network installation for Centos-7.1
them

* Read-only

e Read-write .

Remy Mudingay ~

Hosts Listnetworks  Register new network

* Administrator

Networks
Network Scopes Network Vian Admin

I n V e n t O r scope Vian name id Description Address First 1P LastIP Domain  only
— Domains
y £55-Office ESSLabnetwork 645 10016022 100165 10019250

esssluse false

Interoperation  InitialOP-DMZ 100 172.20260.0/24 172202601 17220250249 esssluse  true

Networks

.
D e C I a r at IV e n etW O r k t O 0 I Technical Network TN-NetMgmt 1603 1721620/24 1721625 172162253  tnesssuse true
Technical Network BareMetalAccess 1703 Access to bare metal machine (pxe boot installation  172.16.106.0/24 1721610610 172.16.106.200 tn.esss.luse true
of real HW)
Technical Network StorageBE 1605 172.16.5.0/24 17216510  172.16.5.200 tn.esss.luse true
.

° D ef I n e n etW 0 r k S n a m e S u b n et Technical Network StorageFE 1604 1721640024 17216410 172164200 tnesssuse true
’ ’ Technical Network VirtuallOCsTest 1705 172.16.108.0/24 172.16108.10 172.16.108.200 tn.esss.lu.se false

Technical Network VacLinac- 723 17216330/24 172163310 1721633250 tn.esssluse false
catalogue VepiepunoCar

* Define host (hostname, aliases,
multiple ip addresses)
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Containers, Virtual Machines,
Oh my!



Containers and Virtual Machines C

What are they

e Avirtual machine (VM) is an emulation of a computer
system (network, storage, memory, operating system,
etc.)

Application
Operating system

Emulated hardware

* A container is a an application environment (libraries,
binaries) that has been isolated from other
applications without the overhead of emulating a
computing system.

Application

Binaries /

Libraries

24



Containers and Virtualisation

Comparison
Traditional Virtualisation Containers

App Application

. Operating

Application

Application

Operating

Operating System
System \_ System _

Hardware

Na =/

* Typically applications * Higher consolidation ratios and * Even higher consolidation ratios and
are deployed onto better utilisation maximises on the utilisation or
physical systems with * Faster deployment resources.
a 1:1 relationship * Application benefit from virtual * Software deployments take seconds
machine features (live * Application benefit from virtual
migration & high availability) machine features (live migration & high

availability) + bare-metal performance
25



Containers and Virtualisation tools

Why use them?

* Objectives:
— Easy deployment :

* Facilitate the deployment of applications
* Automate creation, change and updates

— Straight-forward workflow should be intuitive and transparent
to all authorised users

— Traceability and availability

* Using common and widely available open source tools that are
actively maintained

* Who did what, when.

* Provide highly available systems that are redundant and failover
(without user intervention)

26



Containers and Virtualisation tools C

What applications have we containerised/virtualised?

* Provides a stable, redundant environment where we
can run our applications

— Deployed
* Archiver Appliances
e Channel access gateways
e Continuous Integration workflows

— Testing
* |OCFactory, CableDB, CSEntry, [...]
— Planned

e vIOCs (1000+)

e Everything that does not require direct access to specialized
hardware

27



Virtual machine creation C

How is this achieved?

CSEntry (control system entry)

e Self service platform

— Create a VM
e OraviOC PPy e o

= C  © localhost:8000/network/hosts/view/vac-ipc-11010 “w Y

CSEntry  Inventory Network Admin

List hosts Register new host View host Edit host Add interface
Networks Hostname vac-ipc-11010 Create VM
Virtual

b}
Network Scopes ype

Benjamin Bertrand

Fot [

Description Proton Beam Vacuum Control System - |OC
Domains
Interfaces
Name Cnames P MAC Network Tags
PO vac-ipc-11010 172.16.60.10 02:42:42:5a:5d:6d ChannelAccess-FEB

28
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DEMO

* CSEntry

e Use case

— CA gateway
* Restart (speed)

— Virtual 10C
* Example IOC

29



Thank You for Your Attention



